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A Study on the Analysis of Trump Administration Cybersecurity Policy:
Focusing on Critical Infrastructure

Geunhye Kim" ¥

School of Cybersecurity, Korea University

7} Atolw Hel 7]5-8 43 =<l
o|H| HQl Hofolla] Aol J&ks 3}
L]

331 9] 01“%& A

X oot
|&l
iy
-
e
N
g

12

=

lo

o Y,

:QL

f

-‘{J y

fm

=

fx

m e

fo

= pE,

O-j S RN}
—N
to
N
=)
>
Y

Lo
Ho
o2
rJ
2
1
4>
32,
dlo
tlo
(g
=

= nV”
et |
s
J>~

7
A el mex ﬁBXé%ﬂl F971 1;4 Aol ek mﬂoﬂ

& AFF 5 9be Aol
ABSTRACT

The purpose of this study is to understand the cybersecurity policies and critical infrastructure protection of the United
States through analyzing Donald Trump’s administration executive orders, the national cyber strategy, and the legislation. The
analysis has three findings. First, the Department of Homeland Security (DHS) became a main agent in the cybersecurity
while the role of the White House was reduced. Second, Trump’s administration expanded its role and mission in the policy
area by extending the meaning of critical infrastructure. Third, in the case of cyber threats, the government can be involved
in the operation of critical infrastructures in the private sector. The opinions of the professional bureaucrats and DHS were
more reflected in the direction of the cybersecurity policy than those of the White House. In contrast to Barack Obama’s
administration, the Trump administration’s cybersecurity strategies were not much studied. This study provides insights for
improving cybersecurity policies and critical infrastructure protection.
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312 0] ZEHEEO| AlO|H{E Qo M2k (US. Department
of Homeland Security Cybersecurity Strategy)

o] FEQHE A Ale|w B AT (19)2 EFZ
AR 2dAel 20184 59 15 xS
2017 @ AR (NDAA, National Defense
Authorization Act of 2017)5¢l] ule} 4= =

5) 9709 0] Aol D3l o] Higltolls A FESE Y 3
3 g 9194 2 E(Ron Johnson (R-Wis.))
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Table 1. DHS Cybersecurity Strategy 2018

Pillar Goal and Objective

Goal 1: Assess Evolving Cybersecurity
Risks.  Understanding the evolving
national cybersecurity risk posture to
inform and prioritize risk management
activities.

Risk
|dentification

Goal 2: Protect Federal Government
Information Systems. Reducing
vulnerabilities of federal agencies to
ensure they achieve an adequate level
of cybersecurity.

Goal 3 Protect Critical Infrastructure.
Partnering with key stakeholders to
ensure that national cybersecurity risks
are adequately managed.

Vulnerability
Reduction

Goal 4: Prevent and Disrupt Criminal
Use of Cyberspace. Reducing cyber
threats by countering transnational
criminal organizations and sophisticated
cyber criminals.

Threat
Reduction

Goal 5: Respond Effectively to Cyber
Incidents.  Minimizing  consequences
from potentially  significant  cyber
incidents through coordinated
community-wide response efforts.

Conseguence
Mitigation

Goal 6: Strengthen the Security and
Reliability of the Cyber Ecosystem.
Supporting policies and activities that
Enable enable improved global cybersecurity
Cybersecurity | risk management.
Qutcomes | Goal 7: Improve Management of DHS
Cybersecurity  Activities. Executing our
departmental cybersecurity efforts in an

integrated and prioritized way.

A Hrkska odvh(20). 53], & HotdlA] 3
1912(SEC. 1912. Cybersecurity Strategy for
the Department of Homeland Security)+ =&
QFEAE] Abelw] HMobdHE o3]o A A I
g s A ogFt el HWAsta Qleh(21). AA,
Aol Egt A Welo AEA <yl Sle AFH
X5 AT SAEHE 9 A EA4, Alelwust
AP, AlelwEgl ot o A Afo]wxgk
HEVEFS] g olgd g AtEE A= A
o Za 7 AA, AR Alelw Rl AZpE 4]
u] FEQkw o] o]z Alo|v] B el A2k (Blueprint for
a Secure Cyber Future, 2011), 3IAA=
2014-2018 0l WrxE IEotR o A AF 1z
7P FHTe W 49 ) FEQEIH
(Quadrennial Homeland Security Review)%%
ARSI o] vl g A2 Ao rgl AHFS 4
He A, A, Hgke] 3 5l o]F 90 oJUE FE
ehm o] A2g Alelw HebdZ B uXE 93| A
=3 7, oA, FESHR YT} Alolw] wobdERS
3 o]Foll= 90 oJWE A %, AR ez}
ol 55 AHEEte] o3lo] FRAAE S AAE A
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313 O|=29| =7} Alo|HHZ=F (National Cyber Strategy
of the United States of America)
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Table 2. National Cyber Strategy 2018

Pillar Goal and Objective
Protect the e Secure federal networks and
American people, information

the homeland and Secure critical infrastructure

the American way Combat cybercrime and  improve
of life incident reporting

e Foster a vibrant and resilient digital

economy

Foster and protect U.S. ingenuity

Develop a superior cyber security

workforce

¢ Enhance cyber stability through

norms of responsible state behavior

Attribute and  deter unacceptable

behavior in cyberspace

Promote an open, interoperable,

reliable and secure internet

Build international cyber capacity

Promote American .
property

Preserve peace
through strength

L]
Advance American
influence
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